1 BBEAEHME

1.1 HacTosiwmit AOKYMEHT onpeaensieT NnonnmTuky cepsuca AbcontoT KapTa (aanee — KoMmnaHusi) B OTHOLUEHUM
06paboTkn nepcoHanbHbIX AaHHbIX (Aanee — MAH).

1.2 Hacrosiwas Monutuka paspaboTtaHa B COOTBETCTBMW C AEACTBYHOLIMM 3aKOHOAATENbCTBOM Poccuiickoi
®defepauunn 0 nepcoHasbHbIX AaHHbIX.

1.3 [deicTtBme HacToswen MonnTMKM pacnpocTpaHseTcs Ha BCe npouecckl no cbopy, 3anucu,
cucTemMaTusaummn, HaKomMAeHUIo, XPaHeHUO, YTOYHEHUIO, U3BJIEYEHUIO, UCMOJIb30BaHUIO, nepegaym
(pacnpocTpaHeHuto, NpeaocTaBieHNIo, AOCTYNyY), 06e3nnyunBaHunio, 610KMPoOBaHMIO, yaaneHuto,
YHUYTOXEHUIO NEPCOHaNbHbIX AaHHbIX, OCYLLECTBASEMbIX C UCNOMb30BaHMEM CPeACTB aBToMaTM3auumm un 6e3
NCMOJSIb30BaHUA TaKUX CPeacTB.

2 MPUHLUMMNDbI OBPABOTKU NEPCOHAJIbHbIX AAHHbIX

O6paboTka nepcoHanbHbIX AaHHbIX OCYLLECTBASETCS Ha OCHOBE CNeAYLWMX NPUHLMMNOB:

1) O6paboTka nepcoHanbHbIX AaHHbIX OCYLLECTBASETCS Ha 3aKOHHOW 1 CnpaBeasiMBOM OCHOBE;

2) O6paboTka nepcoHanbHbIX A@aHHbIX OrPaHNYNBAETCA AOCTMXKEHNEM KOHKPETHbIX, 3apaHee onpeaeneHHbIX
W 3aKOHHbIX Lenein. He gonyckaeTtcsi 06paboTka nepcoHanbHbIX AaHHbIX, HECOBMECTMMas ¢ uenammu cbopa
nepcoHanbHbIX AaHHbIX;

3) He ponyckaetcs obbeanHeHne 6a3 AaHHbIX, coAepKalmMx nepcoHanbHble AaHHble, 06paboTka KOTOpbIX
OCYLLEeCTBNAETCS B LeNsX, HECOBMECTHbIX Mexay coboi;

4) O6bpaboTke noanexaT TO/bKO Te NepcoHasbHble AaHHbIe, KOTOPbIE OTBEYAKOT LUensam nx obpabortku;

5) ConepxaHue 1 o6bem obpabaTbiBaeMbixX NepCcoHasbHbIX AaHHbIX COOTBETCTBYIOT 3asBIEHHbBIM LieNsiM
06paboTkn. ObpabaTbiBaeMbie NEpCOHaIbHbIE AAHHbIE HE ABNSOTCS U36bITOYHBIMU MO OTHOLLUEHWUIO K
3asBfeHHbIM Lensam obpaboTku;

6) Mpu o6paboTke NepcoHanbHbIX AaHHbIX 06ecneunBaeTcss TOYHOCTb MEPCOHANbHbIX AAHHbIX, UX
[OCTaTOYHOCTb, @ B HEO6XOAUMBIX C/yyYasiX M aKTyaslbHOCTb MO OTHOLLEHUIO K 3asiBJIEHHBIM LIENAM UX
o6paboTku.

7) XpaHeHWe nepcoHanbHbIX AaHHbIX OCyllecTBnseTcs B hopMe, NO3BONSIOLLEN OoNpeaennTb cybbekTa
NepCcoHanbHbIX AAHHbBIX HE AOJblUe, YeM 3TOro TpebyoT uenn 06paboTkn NnepcoHasibHbIX AaHHbIX, €CNM CPOK
XpaHeHUs NepcoHasbHbIX AaHHbIX He YCTaHOBEH deaepanbHbIM 3aKOHOM, IOFOBOPOM, CTOPOHOW KOTOpPOroO,
BblroAonpuobpeTaTeneM Uam NopydnTenem rno KOTOpoMy SIBASETCA Cy6beKT NepCoHanbHbIX AaHHbIX.
O6pabaTbiBaeMble NepcoHasnbHble AaHHble NoAexXaT YHUUTOXEHMIO, MO0 06€3N1MUYMBaHNI0 MO AOCTUXEHUN
uenern o6paboTkM unm B cny4vae yTpaTbl HEO6XOAMMOCTU B AOCTMXKEHUUN 3TUX Lenen, ecin MHoe He
npeaycMoTpeHo deaepanbHbIM 3aKOHOM.

3 YCN10BUA OBPABOTKU NEPCOHAJIbHbIX AAHHbIX

3.1 Ob6paboTka nepcoHasnbHbIX AaHHbIX OCYLLECTBAAETCS C COBM0AEHMEM MPUHLUUMOB W Npasui,
yCTaHOBNEHHbIX PeaepasibHbIM 3aKOHOM «O nMepcoHanbHbIX AaHHbIX». O6paboTka NepcoHanbHbIX AaHHbIX
[OMNyCKaeTcs B Creaywmx ciydasx:

1) O6paboTka nepcoHanbHbIX AaHHbIX OCYLLECTBASETCS C cornacusl cybbekTa nepcoHasibHbIX AAHHbIX Ha
06paboTKy ero nepcoHanbHbIX AaHHbIX;

2) O6bpaboTka nepcoHanbHbIX AAaHHbIX Heob6XxoanMa AN AOCTMXKEHUS Lenen, npeayCMOTPEHHbIX
MeXAyHapoAHbIM 10roBopoM Poccuiickon ®epepaumm UnmM 3aKOHOM, A8 OCYLLECTBEHUS U BbIMOSTHEHUS
BO3JI0XKEHHbIX 3aKoHoAaTeNnbCTBOM Poccuitckoit ®eaepaummn Ha onepatopa QyHKUNI, MOTHOMOUYNI U
obs3aHHOCTEN;

3) O6paboTka nepcoHanbHbIX AaHHbIX Heo6XoAUMa ANS OCYLECTBNEHMS NMPaBoOCyAnsl, UCMONHEHNS CyaebHOoro
aKTa, aKTa Apyroro opraHa unu A0/KHOCTHOrO nuua, noasexalmx UCMOoIHEHUIO B COOTBETCTBUN C
3aKoHoAaTenbCcTBOM Poccumitckoit ®eaepaumm 06 MCNONHUTENBHOM NMPOM3BOACTBE;

4) obpaboTka nNepcoHanbHbIX AaHHbIX HEO6X0AMMa ANA UCMONIHEHUA AOroBOpa, CTOPOHOM KOTOporo nméo
BblrogonpuobpeTaTeneM Uan NopydnTeNEM No KOTOPOMY ABAAETCA Cy6beKT NepCoHabHbIX AaHHbIX, @ TaKkxe
ONS 3aKa4YeHns 4oroBopa no MHuuuaTtmee cybbekTa nepcoHasnbHbIX AAaHHbIX WX AOrOBOpa, N0 KOTOPOMY
Cy6beKT MepCcoHanbHbIX AaHHbIX ByaeT aBnaTbCA BbirogonpuobperateneMm unm nopyymtenem;

5) o6paboTka nepcoHanbHbIX AaHHbIX Heo6XoAnUMa ANS 3aLWUTbl XKMU3HU, 340POBbSA U UHbBIX XU3HEHHO
BaXHbIX MHTEPECOB CybbeKTa NepcoHasbHbIX AAHHbIX, €C/TN NOJlyYeHue cornacusa cybbekTa nepcoHanbHbIX
OaHHbIX HEBO3MOXHO;

6) obpaboTka nepcoHanbHbIX AaHHbIX HEO6X0AMMaA ANS OCYLLECTBEHMS MPaB U 3aKOHHbIX MHTEPECOB
onepaTopa Wnun TpeTbMx Inl, NM60o ANns AOCTMXEHUS 06LEeCTBEHHO 3HaYMMbIX Lienei Npyu yCcnoBun, YTo npu
3TOM HEe HapyLlatTcsa npasa M cBo6oabl CybbeKkTa NepCoHabHbIX AaHHbIX;

7) obpaboTka nepcoHanbHbIX AaHHbIX OCYLLECTBAAETCS B CTAaTUCTUYECKMX WU UHBIX UCCnefoBaTeNbCKUX



uensax, Npy ycnosun obasatenbHOro o6e3niMumMBaHnsa NepcoHanbHbIX AaHHbIX. MicknoveHme cocTaBnseT
obpaboTka nepcoHanbHbIX AAaHHbIX B LensX NpoABMXKEHUS TOBApoB, paboT, yCnyr Ha pblHKE nNyTeM
OCYLLECTBIEHNSA MPSAMbIX KOHTAKTOB C MOTEHLUManbHbIM NOTpebUTENEM C MOMOLLbIO CPEACTB CBA3M, @ TakxXe B
Lensax noamMTUYecKon armtaumu;

8) ocyuiectBnsieTcs o6paboTka NepcoHanbHbIX AAHHbIX, 4OCTYN HEOrPAHNUYEHHOIO Kpyra Ny K KOTOPbIM
npenocTaBsieH Cy6beKTOM nepcoHasnbHbIX AaHHbIX, M60 no ero npockbe (Aanee — nepcoHasnbHble AAHHbIE,
cAenaHHble 061ef0CTYNHbIMW CY6bEeKTOM MepCcoHasnbHbIX AaHHbIX);

9) ocyuwecTtBnsieTcs 06paboTka NepcoHanbHbIX AaHHbIX, NoAseXaLwmx onybnmMkoBaHmo nnn obssatenbsHoOMy
pacKpbITUIO B COOTBETCTBMM C deaepasibHbIM 3aKOHOM.

3.2 KoMnaHusa MOXeT BK/0YaTb NepCoHanbHble AaHHble CYObeKTOB B 06LWeA0CTYNHbIE MCTOYHUKMK
nepcoHanbHbIX AaHHbIX, Npu 3ToM KoMnaHusa 6epeT nucbMeHHoe cornacue cybbekTa Ha 06paboTky ero
nepcoHanbHbIX AAHHbIX.

3.3 KoMnaHunsa MOXeT ocyLlecTBNATb 06paboTKy cneuunanbHbiX KaTeropuili NepcoHasnbHbIX AAHHbIX,
KacawLmMXCs pacoBOM, HALMOHAaNbHON NPUHAANEXHOCTU, COCTOSAHUS 340pOBbsl, Npy 3ToM KoMnaHus
065a3yeTcs 6paTb NMCbMeHHOe cornacue cybbekTa Ha 06paboTKy ero nepcoHanbHbIX AaHHbIX

3.4 BuomeTpuyeckne nepcoHasabHble AaHHble (CBEAEHUS, KOTOPble XapaKTepusyloT dusmonornyeckne m
6ronornyeckme ocobeHHOCTM YenoBeka, Ha OCHOBaHMM KOTOPbIX MOXHO YCTaHOBUTb €ro JIMYHOCTb U KOTOpble
NCMNONb3YIOTCA ONepaTopoM AJ1si YCTAHOBIEHUS IMYHOCTU Cyb6beKTa nepCcoHanbHbIX AaHHbIX) B KOMNaHuu He
obpabaTbiBatoTCS.

3.5 MNpun OTCYTCTBMN HEOBXOAMMOCTM MNCBLMEHHOIO cornacust cybbekTa Ha 06paboTKy ero nepcoHanbHbIX
[aHHbIX cornacue cybbekTa MOXeT 6biTb AaHO CYy6beKTOM NMepcoHanbHbIX AaHHbIX UK ero NpeacTaBUTeNneM B
no6or nossonsolen nonyunTe GakT ero nonydeHus dopme.

3.6 KoMnaHusa BnpaBe Nopy4nTb 06paboTky NepcoHasbHbIX AaHHbIX APYFrOMY SinLy C cornacust cybbekTta
NnepCcoHanbHbIX AAHHbBIX, €CNIN MHOE He MpeAyCMOTpPeHo deaepanibHbIM 3aKOHOM, Ha OCHOBaHUMU
3aK/1l04aeMoro C 3TMM IMLOM AoroBopa (Aanee — nopy4veHue onepatopa). Mpu 3ToM KoMmnaHus B AoroBope
0653yeT NMuyo, ocywecTeasowee 06paboTky NepCcoHanbHbIX AaHHbIX MO Nopy4yeHuto KomnaHuu, cobnwoaatb
NpUHUMNbI U NpaBuia 06paboTkn NepcoHanbHbIX AaHHbIX, NPpeayCMOTPEHHble HacTosAWwmMM denepanbHbIM
3aKOHOM.

3.7 B cnyyae ecnu KoMnaHus nopy4yaet 06paboTKy nepcoHasnbHbIX AAHHbIX APYroMy 1Ly, OTBETCTBEHHOCTb
nepes cybbeKTOM NepCcoHanbHbIX AAHHbIX 3@ AENCTBUS YKa3aHHOro nuua HeceT KomnaHus. Jlnuo,
ocyulecTBnstolee 06paboTKy NnepcoHanbHbIX AaHHbIX MO NOpyYeHuto KoMnaHum, HeceT OTBETCTBEHHOCTb
nepea KomnaHwuen.

3.8 KomnaHus 0653yeTca 1 06583yeT nHble nuua, NolyymBlUne AOCTYN K MNepPCOHabHbIM AaHHbIM, He
packpbiBaTb TPETbUM SMLAM M HE PACcnpOCTPaHATb NepCoHanbHble AaHHble 6e3 cornacusa cybbekTa
nepcoHanbHbIX AaHHbIX, eC/IM MHOE He NpefyCMOTpeHo deaepanbHbIM 3aKOHOM.

4 OBA3AHHOCTUN KOMMNAHUU

B cooTtBetcTBUM C TpeboBaHmaMK DegepanbHOro 3akoHa N2 152-d3 «O nepcoHasnbHbIX AaHHbIX» KoMnaHua
obsa3aHa:

¢ MNpepoctaBnaTbh cybbekTy NepcoHasnbHbIX AaHHbBIX NO ero 3anpocy uHdopMaumo, kacatowyrocs 06paboTku
€ero NepcoHasibHbIX AaHHbIX, M60 Ha 3aKOHHbIX OCHOBAHUSX NPEeAOCTaBUTb OTKa3.

¢ No TpeboBaHUIO cybbekTa NepcoHasnbHbIX AAaHHbIX YTOUHATb o6pabaTbiBaeMble NepcoHabHble AaHHble,
6/10KkMpoBaTh UK yAansaTb, €CN NepCoHasbHbIX AAHHbIX SBSOTCS HEMONHbIMU, YCTapeBLUUMU, HETOYHbBIMY,
HE3aKOHHO MOJTyYEHHbIMU WU HE ABNSTCA HeobX0ANMbIMU A5 3asBNeHHOW uenn obpaboTku.

e Bectn XypHan ydeTta obpalleHunii Cy6bbeKkToB NnepcoHanbHbIX AAHHbIX, B KOTOPOM A0/XHbI (DUKCUMPOBATHCA
3anpocbl Cy6beKTOB MepCoHabHbIX AaHHbIX Ha MOSlyYeHWe NepCoHanbHbIX AaHHbIX, @ Takxe aKThbl
NnpeaocTaB/ieHNs MepCOHAsbHbIX AaHHbIX MO 3TUM 3anpocaM.

e YBeAoMNATb cybbekTa nepcoHasnbHbIX AaHHbIX 06 06paboTke nepcoHanbHbIX AaHHbLIX B TOM Clyyae, ecnu
nepcoHasbHble AaHHble 6bIIM NOMYYEHbl He OT CybbeKkTa NepCoHanbHbIX AaHHbIX. VCKIOUeHWe COCTaBNaT
cneayowue cnyvaun:

1. CybbekT NOH yBeaoMneH 06 ocyulectesieHnm o6paboTtku ero MNAH COOTBETCTBYHOLLMM ONMEpPaTOpPOM;

2. NAH nonyyeHbl KoMnaHuen Ha ocHoBaHUU deaepanbHOro 3aKoHa Wan B CBSA3U C UCNOSTHEHUEM A0roBopa,
CTOPOHOM KOTOpOro NnMbo BbirogonpuobpeTaTenem nan NopyynTenemM no KOTopomy sensetcs cybbekT MNAH;
3. NAH caenaHbl 06WeanoCcTynHbIMM Cy6bekToM MNAH 1AM nony4deHsl U3 06Wef0CTYNMHOro UCTOYHNKA;

4. KomnaHusa ocyuecTtensieT o6pabotky M ans CTaTUCTUUECKUX UM UHBIX UCCNeAoBaTeNbCKUX Lenen, ans
OCYLLECTBIEHNS NPOdECCUOHANBbHOM AeATENbHOCTU XYpHanucTa NnMbo Hay4yHOW, NuTepaTypHOM U MHON
TBOPYECKOWN AeATEeNbHOCTM, eCNM NPy 3TOM He HapyLalTCsa NpaBa M 3aKOHHbIE MHTepeckl cybbekTa MAOH;

5. MNpenoctaBneHune cybvekTy M cBeaeHuin, cogepxawmxcs B YeegomneHum o6 obpabotke M HapywaeTt
npaBa M 3aKOHHble MHTEpPeChl TPETbUX NnL,.

¢ B cnyyae poctuxeHus uenv o6paboTkm nepcoHanbHbIX AaHHbIX HE3aMeaNuUTebHO NpekpaTuTb 06paboTky



nepcoHanbHbIX AaHHbIX U YHUYTOXUTb COOTBETCTBYIOLUME MEPCOHANbHbIE AAHHbIE B CPOK, HE MPEBbILAOLW NI
TpuauatT AHen € AaTbl AOCTUXEHUS Lenn 06paboTkm nepcoHanbHbIX AaHHbIX, €ClIM MHOE He NpefyCMOTPeHOo
[OroBOpOM, CTOPOHOW KOTOPOro, BbirogonpuobpeTtaTesnieM nam nopyvyntenem no KOTOpoMy SABASIETCA CybbekT
nepCcoHanbHbIX AAHHbIX, UHbIM cornaweHnem Mexay KomMnaHueln n cybbekToM nepcoHasnbHbIX AAHHbIX 1M60
ecnn KoMnaHusa He BnpaBe ocylwecTBnsaTb 06paboTky nepcoHanbHbIX AaHHbIX 6e3 cornacusa cybbekTa
NepcoHanbHbIX AAHHbLIX HA OCHOBaHUAX, nNpeaycMoTpeHHbiX N2152-03 «O nepcoHasbHbIX AAHHbIX» UK
ApyrmMn denepanbHbIMW 3aKOHaMW.

e B cnyyae oT3biBa CyHbEKTOM MEepCOHaNbHbIX AaHHbIX COrnacus Ha 06paboTKy CBOMX MEepPCOHaNbHbIX AaHHbIX
npekpaTuTb 06paboTKy NepcoHanbHbIX AaHHbIX U YHUUTOXUTb NEPCOHabHbIe AaHHbIE B CPOK, HE
npeBbIWaWnin TpuauaT AHen ¢ AaTbl NOCTYMNNEHMUS YKA3aHHOMO OT3biBa, €C/IN MHOE He NMpefyCMOTPEHO
cornaweHmem Mmexay KomnaHuwen n cybbekToM nepcoHasnbHbIX AaHHbIX. O6 YHUUYTOXEHWUM NepCcoHanbHbIX
AaHHbIX KoMmnaHusa obs3aHa yBeaoMuTb CybbekTa nepCcoHanbHbIX AaHHbIX.

e B cnyyae noctynneHus TpeboBaHns cybbekTa 0 npekpalleHnn o6paboTkm nepcoHanbHbIX AaHHbIX B LENsX
NpoABMXEHUS TOBapoB, paboT, yCnyr Ha pbiHKe HEMeANIeHHO NnpekpaTuTb 06paboTKy NepcoHanbHbIX AAHHbIX.

5 MEPbI MO OBECNEYEHMNIO BE3ONACHOCTU NEPCOHAJIbHbIX AAHHbIX NMPU NX OBPABOTKE

5.1 Npun 06paboTke NepcoHanbHbIX AaHHbIX KOMNaHMs npuHMMaeT HeobxoanMble NpaBoBbIe,
OpraHM3auMOoHHbIE N TEXHUYECKNe Mepbl ANS 3aWMTbl NepCcoHasbHbIX AAHHbIX OT HEMPAaBOMEPHOro Un
C/Iy4anHOro A0CTyNna K HUM, YHUYTOXEHUS, U3MEeHeHus1, 6OKMpOBaHuNsl, KOMMPOBaHUS, NpeaoCcTaBieHus,
pacrnpocTpaHeHWS NepPCOHaNbHbIX AaHHbIX, @ TaKXe OT UHbIX HENPaBOMEpPHbIX AEACTBUIN B OTHOLIEHUMN
nepcoHasnbHbIX AAHHbIX.

5.2 ObecneyeHune 6e30NacHOCTN NepcoHanbHbIX AAHHbIX AOCTUraeTcs, B YaCTHOCTU:

e onpeaeneHmeM yrpos 6e30nacHOCTM NepCcoHasibHbIX AAHHbIX MpU nx 06paboTke B MHMOOPMALMOHHbIX
cucTeMax nepcoHasibHbIX AaHHbIX;

® NMPMMEHEHUEM OPraHM3aLMOHHbIX U TEXHUYECKMX Mep No obecnevyeHnto 6€30nacHOCTM NepCoOHaNbHbIX
AaHHbIX Npu nx obpaboTke B MHPOPMALMOHHBIX CUCTEMAX NepCcoHasnbHbIX AAaHHbIX, HEO6XO0AMMbIX ANs
BbIMNONIHEHMS TpeboBaHMI K 3aluuTe NepCcoHasbHbIX AAaHHbIX, UCMOJIHEHWE KOTOPbIX obecneunBaet
yCTaHoBfeHHble [NpaBuTenbCcTBOM Poccuiickon degepaunm ypoBHU 3alUULLEHHOCTU NePCOoHanbHbIX AAHHbIX;
® NMPMMEHEHNEM MpOoLLeAX B YCTAHOB/IEHHOM MOpsiAKe npoueaypy OLEHKW COOTBETCTBUS CPEACTB 3alUuUThbI
MHdopMaunm;

® OLIEHKOM 3(pHEKTUBHOCTM NPMHMMAEMbIX Mep Mo obecrnevyeHmto 6€30NaCHOCTN NEPCOHANbHbIX AaHHbIX 40
BBOAA B 3KCMayaTaumio MHHOPMaLMOHHON CUCTEMbI NepCOHaNbHbIX AAHHbIX;

® YYETOM MaLUMHHbIX HOCUTENEN NepcoHanbHbIX AAHHBIX;

e 06HapyxeHneM dhakToB HECaHKLMOHUPOBAHHOMO AOCTYNa K NepPCOHasibHbIM AAHHbIM U NPUHATUEM Mep;

® BOCCTQHOBJIEHNEM MEPCOHANbHbIX AaHHbIX, MOAN(PULMPOBAHHbBIX UIN YHUYTOXEHHbIX BC/IeACTBUE
HEeCaHKLUWOHMPOBAHHOIO AOCTYMNa K HUM;

® YCTQHOB/IEHMEM MNPaBWJ/I AOCTYMNa K NepCOHasbHbIM AaHHbIM, obpabaTbiBaeMbiM B MHHDOPMALMOHHOM CUCTEME
nepcoHasnbHbIX AaHHbIX, a Takxe obecneyeHnemM perncTpaummn 1 yyeTta Bcex AeNCTBUIN, coBepLllaeMblX C
nepcoHanbHbIMU AaHHbIMW B MHDOPMALMOHHOM CUCTEME NMEPCOHAaNbHbIX AAHHbIX;

e KOHTPONEM 33 NpUHUMaeMbIMK MepaMu nNo obecneyeHnto 6e30NacHOCTU NepCoHasnbHbIX AaHHbIX U YPOBHS
3aWMLLEHHOCTM MHHOPMALMOHHBIX CUCTEM MEPCOHANbHbIX AaHHbIX.



